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Decision/action requested

Propose a new key issue on security features for NSaaS in TR
33.813
2
References

[1]
3GPP TS 28.531 V15.0.0 (2018-09) Management and orchestration; Provisioning
[2]
3GPP TS 28.530 V15.0.0 (2018-09) Management and orchestration; Concepts, use cases and requirements

3
Rationale




Provisioning exposure for Network Slice Instance (NSI) is a management service that enables service consumers, e.g. vertical industry, to request allocating, deallocating or modifying an NSI [1]. The typical scenario of the management service follows the Network-slice-as-a-service (NSaaS) model, where the services offered are characterized by the NSI’s properties, e.g. bandwidth, latency, and QoS etc. However, the security related properties have not been included. The objective of this contribution is to propose a new key issue on the security features for NSaaS. 
4
Detailed proposal

pCR
***
BEGINNING of 1st CHANGES
***

Z
Key issues
Z.X
Key Issue #X: Security features for NSaaS
Z.X.1
Key issue details

Operators may offer customised services through management services to the service consumers based on the Network Slice as a Service (NSaaS) model, as described in TS28.530 [1]. The services offered are characterized by the network slice’s properties, e.g. radio access technology, bandwidth, latency, reliability, guaranteed/non-guaranteed QoS, and security level etc. However, the security related properties are not identified [1]. The first question to be answered is whether slice-specific security service can be offered as part of NSaaS. If positive, what are the security properties that can be offered? 

In addition, some of security properties in TS33.501 are optional, but network resources need to be allocated if provieded. It is beneficial for the operators to know, in terms of resource optimization, which optional features are not necessary for every slices. 
The objective of this key issue is to study whether there is a need or feasible to provide security related services as part of NSaaS, and if so, to identify the possible security characteristics that can be offered. In addition, it is to study what optional security features that it is not necessary for every slice to support. 
Z.X.2
Security threats or disadvantages
Different applications or customers may require different services, including security services. A slice service consumer may require addtional security services that are not available in the general services offered by the operator to other custermers. There could be a gap between the demand and supply. Further, if the security services are not identified and standarized, the customers would not be able to obtain the addtional security services for slices meeting their needs in a consistent way. If the security services are not standardized, it would be costly for operators to provide these services. 

On the other hand, optional features may be omitted for a slice which customers will never use. For example, the secondary authentication feature may not be provisioned for a slice if it is only connected to operators’ data network (DN) or DN not requiring the addional authentication. This will allow operators to allocate less resource for such a slice. 
Z.X.3
Potential Security requirements



· Security characteristics shall be identified that can be offered as part of NSaaS.
· Optional security features that not mandatory to all slices shall be identified. 
***
END OF 1st CHANGES
***
***
BEGINNING OF 2nd CHANGES
***
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